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caution

* This slide was created for the April 18, 2025 UTokyo Azure Usage Briefing.

* Azure specifications change frequently, so if the following does not work,
please refer to the Azure documentation.



https://learn.microsoft.com/ja-jp/azure/?product=popular

Add an owner

How to add another faculty member as an administrator?
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Warnings are triggered for users with the 'Owner’ role.

* Emails are sent when usage reaches 50%, 75%, 90%, and 100% of the
"Guaranteed Free Tier"

* If you wish to stop usage within the Free Grant quota, you must not overlook
these emails!

* The Owner must monitor the usage carefully and forward the warning
emails to the users.

* Emails are sent to the Owner’s ECCS account with the following details, so we
recommend setting up an automatic forwarding rule (filter):

* Sender: Azure Gift EA operator <adm_giftea@univtokyo.onmicrosoft.com>
* Subject: “Notification from UTokyo Azure: Subscription [Subscription Name] usage alert”

 Add additional Owners as needed

 Any member of the University of Tokyo with a UTokyo Account can be assigned as an
Ownetr.

* However, since Owners are granted strong privileges, including the ability to request
quota increases, avoid assigning this role casually (Is the person trustworthy?)
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of August 31, 2024, Azure classic administrator roles (along with Azure classic resources, Azure Service Manager) are retired and are no longer
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Tags

, Check access  Role assignments ~ Roles  Deny assignments £\ Classic administrators
Diagnose and solve problems

Q@ X & X

Security ) ] ] ]
o Looking for the previous check access view? Click here.

Resource visualizer

Check access

Events - - . . . .
Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more

> Cost Management

> Billing

> Settings =35 B8 E] Assignments
>

Help Active © Eligible © Deny ©®

1 0 0




v

« - C 2% portal.azure.com/#view/Microsoft_Azure_AD/AddRoleAssignmentsLandingBlade/scope/%2Fsubscriptions%2Fa600356d-63a3-483e-bdbb-59629c01a2 12/abacSetti...

L Search resources, services, and docs (G+/) o Copilot

m UTokyo Azure | utelecon

Microsoft Azure

s M Add role assignment - Microso X =+

Home > Subscriptions > 1923306880-YamakataTraining | Access control (IAM) >

Add role assignment

Role * Members *
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A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more '

Job function roles

Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

‘ AR Search by role name, description, permission, or ID Type : All Category : All
Name T Description Ty,
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Role Members Conditions Assignment type Review + assign
A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more '
Job function roles Privileged administrator roles
Grant privileged administrator access, such as the ability to assign roles to other users.
A Can a job fum[ instead?
7 ”
Select "Owner
rib Type : All Category : All
Description TL Type TL Category TUL Details
Grants full access to manage all resources, including the ability to assign roles in Azu... BuiltinRole General View
pator Grants full access to manage all resources, but does not allow you to assign roles in ... BuiltinRole General View
Access Review Operator Service ... Lets you grant Access Review System app permissions to discover and revoke access ... BuiltinRole None View
Azure File Sync Administrator Provides full access to manage all Azure File Sync (Storage Sync Service) resources. BuiltinRole None View
Role Based Access Control Admi... Manage access to Azure resources by assigning roles using Azure RBAC. This role do... BuiltinRole None View
User Access Administrator Lets you manage user access to Azure resources. BuiltinRole General View

Showing 1 - 6 of 6 results.
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Selected members:
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Review + assign ‘ ‘ Previous ‘ ‘ Next m Close




v m UTokyo Azure | utelecon x “ Select members - Microsoft Az X + —

]
X

« - C % portal.azure.com/#view/Microsoft_Azure_AD/AddRoleAssignmentsLandingBlade/scope/%2Fsubscriptions%2Fa600356d-63a3-483e-bdbb-59629c01a212/abacSetti.. [% B & ¢ @} FEAETEITOCEEN :

Microsoft Azure L Search resources, services, and docs (G+/) 0 & @ A 12_3333694%?5‘:3:‘;3-{1:&;. :a

Home > Subscriptions > 1923306880-YamakataTraining | Access control (IAM) > SeleCt members X
Add role assignment
\/O 09364 X
Role  Members® Conditions  Assignment type Review + assign
S i 55 fx

arima.kazumi@mail.u-tokyo.ac.jp

o Showing a filtered list of roles because your permissions include a condition. Learn more
View my access
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Selected members:
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o Showing a filtered list of roles because your permissions include a condition. Learn more o
View my access

Selected role Contributor

Assign access to @ User, group, or service principal

O Managed identity

Members + Select members

Name Object ID Type

Description Optional
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Home > 1923306880-YamakataTraining | Access control (IAM) >
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Role Members Conditions  Assignment type Review + assign
Selected role Owner
What user can do () Allow user to only assign selected roles to selected principals (fewer privileges)

@ llow user to assign all roles except privileged administrator roles Owner, UAA, RBAC (Recommended) @

O Allow user to assign all roles (highly privileged) @

Condition ©
Preconfigured (All roles except privilege built-in roles)

Exclude roles:
Owner, User Access Administrator, Role Based Access Control Administrator
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Role  Members  Conditions  Assignment type  Review + assign
If you have Microsoft Entra Privileged Identity Management (PIM), you can use eligible assignments to provide just-in-
time access to role. Users with eligible and/or time-bound assignments must have a valid license. Learn more
Selected role Contributor
Assignment type O Eligible (Recommended)
Member must activate to use this role for a limited period of time.
O
bgfcan use this role at any time.
A\ Contributor is a privileged administrator role. We re Make sure ACtlve and Permanent are
eligible role assignments for this role or use Privileg Checked |
for Groups.
Assignment duration OO (o
Assigniment has no end date or time.
O Time bound
v

Assignment has an end date and time.
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Role Contributor
Scope /subscriptions/a600356d-63a3-483e-b4bb-59629c01a212
Members Name Object ID Type

AR M= 3452ccc9-1cfe-4402-9ad5-2f372eac6a3b User
Description No description
Assignment type Active
Assignment duration § Permanent Ma ke sure that Active 3 nd

Permanent are assigned.
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y1og A Action required: As of August 31, 2024, Azure classic administrator roles (along with Azure classic resources, Azure Service Manager) are retired and are no longer

supported. If you still have active Co-Administrator or Service Administrator role assignments, convert these roles to Azure RBAC immediately. Learn more '
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Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more
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